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Abstract

The recent introduction of new network information services has brought with it the need for
an information architecture to integrate information from diverse sources. This paper describes
how Prospero provides a framework within which
such services can be interconnected. The functions of several existing information storage and
retrieval tools are described and we show how they
t the framework. Prospero has been used since
1991 by the archie service and work is underway
to develop application interfaces similar to those
provided by other popular information tools.

II. The Four Functions

I. Introduction

The services of existing Internet information
retrieval tools can be broken into four functions:
storage, access, search, and organization.
The storage function is the maintenance of the
data that may subsequently be provided to and
interpreted by remote applications. File systems
support storage, providing a repository where
data may be stored and subsequently retrieved.
Document servers including the Wide Area Information Service (WAIS) [5], menu servers including Gopher [7], and hypertext servers including World Wide Web [1] also provide the storage function since they manage documents that
are subsequently retrieved and displayed by their
clients.
Whereas storage is primarily a function of the
server, access involves both the client and the
server. The access function is the method by
which the client reads and possibly writes the
data stored on a server. The access method is
typically de ned by network protocols including
the File Transfer Protocol (FTP) [11], Sun's Network File System (NFS) [12], the Andrew File
System (AFS) [4], and the application speci c
protocols used by WAIS, Gopher, and World
Wide Web. The client and the server must use
the same protocol.
The search function involves the iterative or
recursive retrieval and analysis of information
about data (meta-information), possibly across
multiple repositories, with a speci c goal of identifying or locating data that satis es the search
criteria. A search heuristic de nes the method
and strategy used to conduct the search. Examples of search tools include Knowbots [6] and
NetFind [13]. Though searches are initiated by
a client when the need for speci c data is realized, parts of the search may execute remotely.
For example, the lookup of an entry in a remote
index or directory on a WAIS, Gopher, WWW,
or Prospero server constitutes a search. The Dynamic WAIS interface to NetFind [3] takes this a
step further; the server initiates and manages, in
real-time, a search across multiple hosts on behalf
of the client.

The past several years has brought the introduction of a large number of information services
to the Internet. These services collectively provide huge stores of information, if only one knows
what to ask for, and where to look. Unfortunately, knowing what and where to ask is a major problem; available information is scattered
across many services, and di erent applications
are needed to access the data in each.
While there have been many attempts to create gateways between these services, such gateways have not been as useful as needed. Gateways have typically taken one of two forms. The
rst is a portal between two services: one service is used to nd an instance of a second service, to which the user is then connected, leaving
the user to gure out how to query the second
service. The second form of gateway translates
queries from one service into those of another,
and returns the result of the query in a form that
a user of the rst service can understand. The
second kind of gateway is easier for the user, but
it is still limited since, as typically implemented,
such gateways do not allow complete integration
of the two information spaces.
This paper shows how the Prospero Directory
Service provides a framework for interconnecting
information services. The paper begins by dividing the functions of information systems into
four categories: storage, retrieval, organization,
and search. The role of existing services in this
taxonomy is described, and the role of Prospero
in interconnecting existing information services
using this taxonomy is presented.
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Figure 1: A framework for network information services
Brute force search in a system as large as
A well de ned interface is needed that will
the Internet is not practical. To be e ective,
allow information maintained by one service to
search heuristics must be applied. These heurisbe used by another. This interface would aptics rely on meta-information describing the data
pear between search and organization, providing
that is available. The more structured this metaa common method for applications to query the
information, the more useful it is in directing
meta-information maintained by other services.
searches. The organization function involves
A similar interface would separate storage and acthe collection, maintenance, and structuring of
cess, providing access by all applications to data
such meta-information. Examples of organizamaintained by di erent services.
tion mechanisms include directories in Prospero,
Figure 1 shows the location of existing services
menus in Gopher, links in hypertext documents,
in
such
a framework. Meta-information availindices of data local to a WAIS server, and the
able
from
archie, WAIS, World Wide Web, Prosle name index maintained by archie [2] for les
pero,
and
Gopher menus are available through
scattered across the Internet.
a common query mechanism. Menu browsers,
The di erence between search and organizale system tools, hypertext browsers, and dedtion is that a search is initiated when speci c data
icated applications such as the command line
is needed, whereas data is organized in advance to
archie client and NetFind use this mechanism to
support subsequent searches. Search mechanisms
query services. Update of meta-information is
play a role in the organization of data when the
also supported, providing a common interface beresults of possibly complex or expensive searches
tween hypertext and menu editors and repositoare recorded for subsequent use by applications.
ries. Search engines can use the query mechanism
to identify objects of interest. They can then
III. A Flexible Framework
record the result of the search for subsequent use
by using the update mechanism to add new links
Most information services presently available
to the information fabric. Section IV discusses
on the Internet provide their own mechanisms for
how Prospero provides this functionality.
each of the four functions, whereas their novel
The separation of storage and access is a bit
features are usually con ned to their user intermore complicated. There are already numerous
faces and/or at most one of the four functions.
access methods in use, and many of the les of
As a result, gateways are required to allow appliinterest in the Internet exist on servers that will
cations from one service to use information mainonly support a single protocol. The problem can
tained for another.
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Figure 2: The Prospero naming network
Meta-information is represented by Prospero
initially be addressed by supporting a common
in a naming network, a directed graph with laapplication library that accepts a reference to an
beled edges (shown in gure 2). This naming
object obtained from the meta-information sernetwork provides the fabric through which applivices, and automatically invokes the approprications navigate. Each node in the graph repreate access method to retrieve the object. Prossents an object. An object can be a le, a dipero currently uses this method. While not derectory, both, or neither (if neither, it only has
scribed in this paper, we are also working on a
attributes). Each object has associated with it a
common data access protocol for information serset of user extensible attributes. These attributes
vices. That protocol will support gateway sercan have intrinsic meaning, such as the length of
vices to existing data access protocols.
a le, or they can be application speci c.

IV. The Model

The information services available on the Internet each have their advantages. In order to
accommodate the needs of each, a mechanism to
integrate these services must be exible. However, to be practical and ecient, such a mechanism must not become bogged down providing
functionality that will only be used occasionally.
The solution to these competing goals is to provide a simple but extensible framework on which
the mechanisms speci c to individual systems can
be built.
These characteristics are present in the Prospero Directory Service [8]. We chose to concentrate initially on integrating tools for organizing
information, applying Prospero as a common protocol for access to meta-information from multiple information services.

If an object serves as a container for data,
then it is a le and has one or more accessmethod attributes associated with it. Each
access-method attribute encodes the information needed to retrieve the data from a data
repository using a particular access method.
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If an object is a directory it contains a set of
named links to other objects. The labeled edges
in the naming network correspond to these links.
The names on the links serve as sign posts to
help the user, or the user's application, navigate
through the naming network in search of the desired information. Applications that treat the
naming network as a lesystem use the names
of the links as components of lenames, allowing
les in subdirectories to be named by the concatenation of the names of the links that are followed
to reach them.
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When searching for information, users and
applications also use attributes. In addition to
object attributes, attributes can be stored with
links. Such link attributes either store additional
information about the link such as annotations,
or they cache information about the object to
which the link refers. Cached attributes allow an
application to retrieve attributes for the objects
in a directory in a single query, rather than making individual requests for the attributes of each
object referenced from the directory.
A lter can also be associated with a link. A
lter, and a second kind of link called a union
link, allow a view of a directory to be created that
is a function of another view. Filters and union
links provide a mechanism for users to encode,
on a link, methods to be applied when searching. Because they are applied when a directory
is listed, the resulting view is kept up-to-date,
even when the underlying information changes.
Filters and union links are described in greater
detail elsewhere [9].
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V. Implementation Notes

query. These arguments include a string that is
matched against the lenames in the index. The
result of a query is represented as the contents of
the Prospero directory. Upon receipt of the directory query, the archie server extracts the arguments, performs a query on the archie database,
and returns the results to the client. Each le
matching the query is represented as a link in the
directory to the le on the remote FTP site. The
information needed to retrieve the matching le
is returned as part of the access-method attribute associated with the link. Other attributes
are also returned, including le size and the time
of last modi cation. One can apply a Prospero
lter to a directory query to restrict the links
that are returned to those for les on hosts in a
particular part of the network.
Gopher [7] allows users to browse menus congured by Gopher service providers. By selecting menu items, users are able to run applications, search local databases, select and display
les and sub-menus, and connect to other services available on the Internet. A Gopher menu
can be represented as a Prospero directory. The
individual items in the menu correspond to links
in the directory. Submenus are links to other
directories. Links to les have an associated
access-method attribute that provides the information needed to retrieve the le. Attributes
associated with links also specify how the data
in a le should be presented, for example how
to display images or play back an audio recording. Links to Internet services reachable by telnet have an access-method attribute of type
telnet; this access-method contains the information needed to telnet to the service.
The WAIS server [5] maintains a full text
index to a set of documents on a single system, allows that index to be queried remotely,
and allows remote read access to the documents.
The WAIS client provides a common front end
for queries and access to documents on multiple
WAIS servers. A WAIS query can be represented
as a Prospero directory in much the same manner as an archie query. Like archie, the result
of the query would be represented by the links
in the directory. Each of these links would be a
reference to a document on the server itself and
the access-method associated with the link
would specify the WAIS access method. Other
attributes of the link could include the relative
con dence in the match. To retrieve a matched
document the application would pass the selected
link to the Prospero library function pfs open()
which would automatically invoke the WAIS access method to retrieve the document from the
WAIS server.

Prospero was designed to be simple but extensible. The protocol is simple, supporting stateless
queries for attributes and the contents of directories. The protocol is layered on top of a reliable
delivery mechanism implemented using UDP. In
the normal case, a query requires a single packet
for the request and a single packet response, eliminating the cost associated with setting up and
breaking down a connection. This low cost is particularly important for clients that contact multiple servers in series as is often the case when
resolving names.
Despite the simplicity of the protocol, Prospero is extremely exible. Functions speci c to
an application rely on the extensible attribute
mechanism. Applications not needing that functionality ignore the additional attributes, while
applications that know about it can take action
based on the value of the attributes.

VI. Integrating Services
This section describes how the metainformation maintained by several Internet information services can be represented using the
model from section IV.
Archie [2] constructs an index of les from Internet anonymous FTP sites and makes the index available to applications using the Prospero
protocol. A query to the archie database corresponds to a Prospero directory query for a directory whose name includes the arguments of the
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VIII. Status

World Wide Web is a hypertext browser that
supports the interconnection of collections of documents with links that originate within the documents themselves. Links to non-hypertext documents are also supported. A hypertext document
may be represented in Prospero as a node that is
both a le and a directory. The document that is
displayed to the user would be retrieved according to the access-method attribute associated
with the node. The links in the directory would
represent links to other documents. The name of
each link would contain the text of a tag within
the document from which the link is to originate.
O sets in the target document can be represented
as attributes of the link.
Prospero allows users to create their own directory hierarchies from which they can make
links to directories and objects of interest. Since
queries to other services and the objects stored
by them are represented as nodes in the Prospero naming network, users can create directories in which the linked objects reside in di erent
services, but can be accessed using a common
protocol, thus supporting the integration of information across services.

Prospero has been available since December
1990. Recent revisions to the protocol allow more
exible integration of information services. Prospero has been used since Spring of 1991 to make
available meta-information maintained by archie.
Work is underway to develop application interfaces for Prospero that provide the functionality
of Gopher, WAIS, and World Wide Web. To nd
out more about Prospero, or for directions on retrieving the latest distribution, send a message to
info-prospero@isi.edu.

IX. Summary

VII. Security

A huge amount of information is available on
the Internet. Unfortunately, this information is
scattered across many services and di erent applications are needed to access the data in each.
A framework was de ned within which such information services can interoperate. By providing a common method for applications to query
the meta-information maintained by the services
that organize data on the Internet, information
maintained by one service can used by all. Prospero provides such an interface. A service that
uses Prospero to export meta-information about
the data it provides will be usable by many applications. Similarly, an application that uses Prospero to nd les will be able to access information
from many services.

Security is an important feature that is missing from most information systems on the Internet. Without ne grained control for access to information, the owners of certain information will
not make it available using such systems. Since
our goal is to allow the integration of information
from all sources on the Internet, security must
be an important consideration. Security is especially important in our model since we support
the remote modi cation of information.
In Prospero, access control lists (ACLs) may
be associated with directories in the naming network, and with individual links within a directory. The permissions supported include read,
modify, insert, delete, list, and administer. Prospero requests are authenticated and the identity of the client is used to determine the access
permissions that apply. Several authentication
methods are supported including authentication
based on the client's Internet address, the use of
passwords, and Version 5 of Kerberos.
Hooks are also present to support distributed
authorization and accounting mechanisms [10].
Support for accounting will become critical as
new for-hire information services are introduced.
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